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Code of Cyber Ethics
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Amended and approved at the 17th OLIS Division Director Meeting on May 17, 2011
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These provisions are formulated to protect the intellectual property rights related
to computer software and maintain the sustainable development of the digital
society, so that the University’s employees can follow the provisions herein

when accessing/creating information technology products or addressing rights
and obligations associated with cyber ethics.
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University employees shall fulfill the following obligations when using
information technology:
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(1) Protect individual’s rights of privacy and confidential information.
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(2) Utilize information technology to share professional knowledge and engage

in professional activities, while maintaining appropriate professional
standards and taking responsibility for their produced information.
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(3) Promptly report verified information to relevant management units upon

discovering any situations likely to harm the University’s interests or cause
conflicts before actual occurrence.
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(4) Protect the University’s intellectual property rights, respecting others’
works, and neither use unauthorized software nor plagiarize others’ designs.
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Any dispute over interpretations of these regulations shall be resolved in the court of law based on the Chinese version.
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(5) Be committed to the enhancement of personal professional competence and

the pursuit of advanced information technology, to elevate the University’s
reputation.
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(6) Fully apply one’s professional knowledge in information technology to
elevate public trust in the University.
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(7) Exercise the freedom of speech prudently when using information

technology to advance the University’s academic standards and foster a
culture of inclusiveness and mutual respect.
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(8) Protect the University’s cybersecurity and reporting any malicious
activities, such as hacking or leakage of others’ accounts and passwords.
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(9) Never deliberately use academic research as a pretext for disrupting the
normal operation of the University’s information systems.
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(10) Never use information technology to collect, falsify or disseminate
confidential information related to various types of academic research.
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(11) Never exploit the University’s manpower, equipment, technology, or other
resources for personal gain or the benefits of others.

= Rl FRAPHEE RHAEE RGN &

III. University employees shall fulfill the following obligations to the public when
using information technology:
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(1) Comply with national laws.
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Any dispute over interpretations of these regulations shall be resolved in the court of law based on the Chinese version.



(2) Ensure that the information provided contributes to cultural enrichment and
social development.
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(3) Neither distort nor conceal information of public concerns, and provide
information to the public in a fair, honest and objective manner.
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(4) Appraise and encourage rather than defame or disparage others when using
information technology.
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(5) Share one’s knowledge about information technology with others.
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(6) Promote adherence to ethical standards when using information technology
and dissuade ethical breaches.
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(7) Protect personal privacy by not collecting or disseminating others’ private
or personal information (such as telephone numbers and addresses) without
consent, so as to avoid inconvenience incurred or harm to their reputations.
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(8) Ensure that personal use of information technology does not infringe upon
others’ rights.
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(9) Respect and protect intellectual property rights.
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(10) Never exploit others’ lack of expertise or experience in information
technology for personal gain.
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(11) Don’t intentionally use information technology to engage in any of the
following misconduct:
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Any dispute over interpretations of these regulations shall be resolved in the court of law based on the Chinese version.
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1. Alter names of others’ works, leading to the misidentification of
original authors and infringement upon their moral rights.
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11. Threaten, defraud, or intimidate others online.
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ii1.  Use information technology to engage in illegal activities, such as
pornography and unauthorized access, interference, or disruption of
information systems.
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iv. Use information technology to damage others’ reputations or credit.
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IV. These provisions are approved by the Executive Meeting and the President before

implementation. Amendments to these provisions shall follow the same procedure.
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Any dispute over interpretations of these regulations shall be resolved in the court of law based on the Chinese version.



