R L4 FRIRR R R

Regulations for Internet Usage on Campus
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Amended and approved at the 3rd Executive Meeting on March 24, 2009
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L. Purposes and basis
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These regulations are formulated in accordance with the Ministry of
Education’s Regulations for Internet Usage on Campus to optimize the
utilization of the campus internet (including in dormitories), promote respect
of rule of laws, and provide guidelines for internet users, with the aim of
enhancing education and learning.
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II. Respect for intellectual property rights
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Internet users shall respect intellectual property rights and refrain from the
following activities that infringe the rights:

- R RGREL T
1. using unauthorized computer programs
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2. illegally downloading or copying works protected by the Copyright
Act
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3. uploading protected works to public websites without the consent of
copyright holders

Any dispute over interpretations of these regulations shall be resolved in the court of law based on the Chinese version.
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4. reposting articles on bulletin board systems (BBS) or other online
forums despite explicit prohibitions by authors
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5. creating websites that enable the public to illegally download
protected works
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6. engaging in activities that may infringe upon such rights
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1. Prohibition of abusing or interfering the internet system
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Users shall refrain from the following activities:
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1. distributing computer viruses or other malicious programs that
interfere or damage the system

-~ {2P ﬁﬁ»,ﬁ}&&%@ﬁiﬁﬂg o
2. intercepting transmission messages over the system without

permission
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3. exploiting the internet resources without authorization through
hacking, stealing, or fraudulently using accounts and passwords of
others, or disclosing such information without proper justification
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4. lending personal accounts to others without valid justification
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5. hiding accounts or using forged accounts, except for anonymous users
with explicit authorization

Any dispute over interpretations of these regulations shall be resolved in the court of law based on the Chinese version.
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6. accessing emails or files of others without consent
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7. abusing the internet resources in any manner, such as sending spam,
chain letters, or irrelevant messages and disrupting normal system
operations by overflowing mailboxes or monopolizing resources
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8. disseminating messages involving fraud, defamation, insults,
obscenity, harassment, illicit software transactions, or other illegal
messages via email, online chats, BBS, or similar methods
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9. exploiting the University’s internet resources to engage in activities
which are illegal or irrelevant to teaching and research.
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Protection of internet privacy rights
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The University’s responsible units shall respect users’ rights to internet
privacy and shall not arbitrarily access personal information, nor engage in
actions that infringe upon such rights, except for the following circumstances:
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1. system maintenance or security check
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2. evidence collection or misconduct investigation authorized by the

Intellectual Property Rights Advocacy and Enforcement Group, where
there is reasonable suspicion of violations of the University’s

regulations

Any dispute over interpretations of these regulations shall be resolved in the court of law based on the Chinese version.
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3. cooperation with judicial investigations
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4.  other actions as required by laws
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V. Network management
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Task distribution and management matters are as follows:
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1. The usage of internet protocol (IP) addresses and domain names for
each unit (academic/administrative units and others beyond the
University’s organizational structure) shall be managed in accordance

with the University’s Guidelines on the Management of Campus IP
Addresses and Domain Names.
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2. Internet usage in student dormitories shall be governed by these

regulations, as well as the University’s Regulations for the
Management of Internet in Student Dormitories.
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3.  The external network connection and the campus backbone network
connecting each building shall be managed by the Office of Library
and Information Services (OLIS), while the internal network within
each building shall be managed by the respective units.
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4.  Network traffic shall be properly segmented and controlled.
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5. other matters related to the management of campus network

Any dispute over interpretations of these regulations shall be resolved in the court of law based on the Chinese version.
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VI Principles for handing violations
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Internet users who violate these regulations shall be subject to the following
penalties:
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1. suspension of internet access
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2.  disciplinary action in accordance with the University’s regulations
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Administrators of campus internet who violate these regulations shall face
heavier penalties. Apart from the two penalties stipulated in the two
Subparagraphs above, violators involved in other illegal activities shall be
held liable under the Civil Code, Criminal Code, Copyright Act, or other
applicable laws.
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VIL Procedure for handling violations
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1. Breaches of these regulations shall be reported by the OLIS to the
University’s relevant units for appropriate disciplinary action, as
authorized by the Intellectual Property Rights Advocacy and
Enforcement Group.
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2. Violators who object to penalties imposed under these regulations may

file an appeal or seek administrative remedies following the
University’s relevant procedures.
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Any dispute over interpretations of these regulations shall be resolved in the court of law based on the Chinese version.
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VIII.  These regulations are approved by the Executive Meeting and the President
before implementation. Amendments to these regulations shall follow the
same procedure.

Any dispute over interpretations of these regulations shall be resolved in the court of law based on the Chinese version.
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